NET Framework Permissions

FastLook V14 is a .NET application. Any .NET application requires permissions from
the user in order to run from an non-local drive. Because of this, you must make user
permission settings in order to run FastLook from a network drive. FastLook V14
requires Full Trust permission.

The FastLook user setup (user32.exe) must be run to set up a user, as with all previous
versions of FastLook. This user setup attempts to perform the first part of this task, using
the CASPOL automation to set up the appropriate Child Code Access Security Group for
FastLook, under the Trusted Zone Group. If this was successful, you must simply add
the server, on which you installed FastLook, to the user’s Trusted Sites.

To add the server to the Trusted Sites, open the Control Panel and select the Security
Center, which will then present a dialog similar to the following:

¥ Windows Security Center E”E

@ Security Center

Help protect your PC

y| Resources

Security essentials
Security Center helps you manaages vour Windows security settings, To help protect wour computer,
make sure the three security essentials are marked ON, IF the settings are not ON, follow the
» et the latest security and virus recommendations, To return to the Security Center later, open Control Panel,
information From Microsaft ‘what's new in Windows to help protect my compuker?

>

* Check for the latest updates from =
Windows Update 7= Firewall © OFF 2

= et support for security-related
issues

Windows detects that vour computer is nok currently protected by a Firewall, Click
Recommendations ko learn how ko fix this problem. How does a firewall help proteck my computer?

= Get help about Security Center
: ¥ Moke:! 'Windows does not detect all firewalls.,

= Change the way Security Center
alerts me =
cb Automatic Updates © CHECK SETTINGS | »

Autoratic Updates is set up to download and install updates only after checking with vou, Click
Turn on Automatic Updates to have Windows automatically keep your computer current with
important updates (recommended), How does Automatic Updates help protect my compuker?

Turn on Automatic Updates l

{4 Virus Protection O ON | =

Trend Micro AntiVirus reparts that it is up to date and virus scanning is an. Ankivirus software
helps protect your computer against wiruses and other security threats, How does antivirus
software help protect my computer?

Moke: ¥ou now have antivirus software that Windows can monitor, Click Recommendations ta find

out how,

Manage security settings for:

‘5: Internet Options % Windows Firewall

aj Trend Micro Updates % Automatic Updates

&t Mizrosoft, we care about wour privacy. Please read our




Select Internet Options, which will present a dialog similar to the following:
Internet Properties EHE|

General | Security | Privacy | Cortent | Connections | Programs | Advanced

Select a zone ba view or change security settings.
@ € v O
=
Inkernet Local intranet  JMHGEEEE=E  Restricked
sites

Trusted sites
f This zone contains websites that you =

. 4 trust nok to damage your computer or
wour files,

Security level for this zone

Custom
Custom settings,
- To change the settings, dlick Custarm level,
- To use the recommended settings, click Default level,

[ Custom level, ., ][ Default level ]

’ Reset all zones to default level l

l. OK ] [ Cancel Apply

Select Trusted Sites, which will enable the Sites button. Press the Sites button and a
dialog similar to the following will be presented:

Trusted sites |z|

A7 You can add and remove websikes From this zone, all websites in
if/ this zane will use the zone's security settings,

Add this website o the zone:
ir'l,'l,ServerName| | [ Add

Websites:

[Jrequire server verification (https:) For all sites in this zone

Close

Unselect the “Require server verification (https) for all sites” checkbox. Type in the
server share name and press the Add button. You have then successfully added the server
to the trusted sites.

Once this step is complete, the user should be able to run FastLook V14 from your server.
If not, use the following Create a Code Access Security Group guide to manually
create a Code Access Security Group for FastLook.



Create a Code Access Security Group

If the FastLook user installation was unsuccessful in creating the Code Access Security

Group for FastLook, you may use the following steps to manually create one:

In the Control Panel, select the Administrative Tools and then locate the appropriate

Microsoft .NET Framework Configuration shortcut for the version of .NET installed on

the machine:

™ Administrative Tools
Edit

Eile

@Back * \,_,-" .ﬁh

Wiew

Fawvarites

Help o

X 9

Tools

b 54 Iy

Faolders :"-_'P (¥

(™) =
/- Search ]

Address |{; Adrninistrative Tools

®

Cornponent
Services

e

Cornpuker
Management

Framewark ... Framewoark ...

Microsoft \MET Microsoft MET (g

.

[Daka Sources  Event Wiewer Internet Local Security
[ODEC) Informati. .. Palicy
i HE Performance Server Services
Frame ; Extensions. .,

Configuration

View and modify JMET Framework security policy, assembly o 1,18 KB

ﬂ My Computer

Selecting this shortcut will present a dialog similar to the following:

%e \NET Framework 2.0 Configuration

Cil=  Ackion Lielp

(@ - 2

ey

(2 Console Root
=2 ﬁ.& WMET Framework 2.0 Cenfiguration
ER I Conpule

.NET Framework 2.0 Configuration
(version 2.0.50727.42)

MNET Framework 2.0 Configuration allows ycu to configure
zssemtlies, remoting services, and ccde access security policy
specific to version 2.0 of the .NET Framewaork.

Note: This version of the .NET Framework Configuration tool will not
zdjust settings for orevious or later varsions ot the .NET
Framework. Use the corresponding configuration tool to adjus:
settings for thnse versiors.

Tasks

Manage the Assembly Cache
The assembly cache stores assemblies that ars designed to e shared by

several applicatiors. Use the assembly cache to view, add, and remove
the managed comannents that are installed on this computer.

Managed Configured Assemblies
Configured assemolies are the szt of assemblizs from the assembly
cache that have an assodated set of rues. These rules can determine
which version of the assembly gets loaded anc the location Lsed to load
the assembly.

Configure Code Access Security Policy
The comman language runtime uses code access secarity to confrol
applications' access to protected resources. Ezch appications
assemblies are evaluated and assigned permissions based on factors
that Include the assembly's origin and author.

Adjust Remotng Services

Use the Remoting Services Propertics dialog box to adjust

|2

£




Select the Configure Code Access Security Policy link. Open the Runtime Security
Policy folder and then the Machine folder and then All Code and then Trusted Zone.

% .NET Framework 2.0 Configuration

File  Action  Wew Help

e BE LBE XE 2B

121 Console Roak - n ) ~
=2 djﬁ MET Framewark 2.0 Configuration Trusted_Zone Code Group i
= Q‘ My Comnputer
Assembly Cache Description:
Configured Assemblies Code from a trusted zone is granted the Internet
#2) Remoting Services permission set. This permission set grants the right to use
= Qg.l Runtime Security Palicy isolated storage and limited UI access.
|»_3- Enterprise
=B Machine Assembly evidence must match this membership condition
=g Code Groups to belong to the code group: Zone: Trusted.
=€ Al _Code
[-4€p My_Computer_Zone Assemblies matching the membership condition are
#-4» Locallntranet_zZone granted this permission set at the current policy level:
m Q Internet_Zone Internet.
-4 Restricked_Zone
=R 3 Truste e Permission Set Description:

> Trusted_Same_Site_Access Default rights given to Internet applications
E G‘f;l Permission Sets
@ Pualicy Assemblies

3] Liser Tasks
Applications

Edit Code Group Properties
The Code Group Properties dialog box allows you to edit this
code group's name, description, membership condition, and
permission set.

Add a Child Code Group
Use the Create Code Group wizard to add a new code group
as a child to this code group. You will be able to choose its
name, description, membership condition, and permission set.
£ | ¥ v

If you do not see the FastLook 14 group under this zone, select Trusted Zone and then
select the Add a Child Code Group link, which will present a dialog similar to the

following:
Create Code Group X|

Identify the new Code Group

The new code group should have a name and description to help athers understand
itz uze,

{* Create a new code group

Marme:
|FastLook 14

Dezcription:
FastLook V14 Metwork

™ |mpart a code group from & =ML File

] e

P et > Cancel




Type in FastLook14 for the Name and any description and then press the Next button,
which will display the following dialog:

Create Code Group El

Choose a condition type

The membership condition determines whether ar not an azzembly meets specific
requirements to get the permizziohs azzociated with a code group.

Choosze the condition type for this code group:

URL L]

The URL memberzhip condition iz true for all azzembliez that onginate
frarn the URL specified below. Aszemblies that meet this membership

candition will be granted the permizsions associated with this code
grop.

URL:
]file:ff"-."-.ShareName\FastLook Pro V14 Networchexe™

The URL must include the protocaol such as frpc A or 'hitpc /. An
astenzk [*] can be used az a wildcard character at the end of the LRL.

Examples:

http: /v, microsaft. comdspecific_assembly, dil
ftpe £ #ftp. microzoft, com/pub,™

< Back | Mest > ‘ Cancel J

Select URL for the condition and in the URL textbox enter “file://”” plus the full path to
the EXE folder of the FastLook installation on the server plus the “*” character. Then
press the Next button to receive the following dialog.

Create Code Group [Z|

Assign a Permission Set to the Code Group

Code groups must have an azsociated permizsion set. Use an existing one or
CIeate a new ane.

Would you like to use an existing permission set already defined in this palicy level
of create a new permizsion zet?

* |se exisiting permission set:

FullTrust L]

" Create a new permission set

< Back | Mext > | Cancel




Select the FullTrust permission set and press the next button to receive the following
dialog:
Create Code Group [Z|

Completing the Wizard
Click finizh to create the new code group.

Pleasze click the Finizh button to have the wizard create the new code group.

If pou need thiz code group to be Level Final or Excluzsive, you can enable theze
optionz in the new code group's property page.

< Back | Firizh | Cancel

Now press the finish button to create this Code Group. If you have previously added the
server as a Trusted Site in the Internet Security, you should now be able to run FastLook
from this sever.



